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Common certificate errors

Error Likely cause Fix

Expired Not renewed Renew and install

Name mismatch Hostname not in SANs Reissue with the right names

Incomplete chain Intermediate missing Install the CA bundle

Self-signed Not from a public CA Use a public CA for public sites

Weak signature SHA-1 Reissue with SHA-256

Notes


